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HOW TO PROTECT 

WEB-BASED ATTACKS 

These types of attacks are methods by which cybercriminals can delude victims using web 

systems and services as threat vectors. This covers a vast attack surface, like creating malicious 

URLs to redirect the users to the other website, downloading malware or injecting malicious 

code into a website for stealing information. 

 
Types of web-based attacks:  

 Drive-By Downloads - downloads malicious contents to the victim’s device. In this type of attack, the end-user 

visits a legitimate website compromised by cybercriminals with malicious scripts for running browser-based 

exploits or redirecting the user to another infected website. 

 Watering Hole Attacks - targeted attacks using exploit kits with stealth features. A malicious actor is interested 

in compromising a specific group of users by using exploits or malicious content injected into the website. 

 Formjacking - attackers inject malicious code into legitimate website’s payment forms. This attack mostly 

captures banking and other Personal Identifiable Information (PII) and the malicious script will simultaneously 

forward the data to the portal and to the cybercriminals. 

 Malicious URL - links created with the intention of distributing malware or facilitating a scam. The process 

involves socially engineering the victims’ information to persuade them to click on the malicious URL, which 

delivers the malware and compromises the victims’ computer.  

 
 
 
 

 

UPDATE THE SOFTWARE  

Get the latest operating system, Internet 

browsers, application patches, plugins and 

add-ons and keep them updated and 

patched against known vulnerabilities. 

ENDPOINT PROTECTION SOFTWARE  

Use Heuristic File Protection Intrusion and 

Prevention System for a disk behavioral 

monitoring.  

APPLICATION WHITELISTING 

Isolate the applications and create a 

sandbox to reduce the risk of drive-by-

compromise attacks. 

 

 

 

USE A PROACTIVE APPROACH (SERVERS 

AND SERVICES)  

Control the version of the content scripts 

as well as scanning locally hosted files and 

scripts. 

RESTRICT THE WEB-BASED CONTENT  

Use tools such as ad blockers for limiting 

the possibility of executing malicious 

codes while visiting specific websites. 

MONITOR AND FILTER  

Monitor and filter the web content and 

emails for detecting and preventing the 

delivery of harmful URLs and files. 
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