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HOW TO PROTECT 

SOCIAL MEDIA SCAMS

Social media scams represent a criminal activity designed to trick someone through the use of 

social media platforms out of money or personal details, such as email addresses, passwords and 

birth dates.  

 
 
 
 

 
PROTECT YOUR INFORMATION 

Avoid sharing details on social media that 

could enable someone to impersonate you 

and consider setting your profile to private. 

VERIFY REQUEST 

Verify any request that comes in from 

friends or acquaintances before you act 

upon it. Contact that person directly to 

ensure you are not being scammed. 

SECURE YOUR ACCOUNTS 

Create strong and unique password for all 

your online accounts. Don’t use any type of 

personal details in your password. 

TAKE CARE ON PUBLIC WI-FI 

Avoid using apps with sensitive 

information while using public WI-FI 

connections. 

TREAT LINKS WITH SUSPICION 

Make sure you look closely at the URL 

before you log in to any social networking 

site. Be wary of shortened links. 

REFRAIN FROM TAKING A QUIZ 

Refrain yourself from taking social media 

catchy quizzes. Even if the quiz is 

legitimate, personal information is still 

being gathered. 

 
 
 

 
AVOID FREE APP DOWNLOADS 

Verify the source of the apps that ask for 

your social media personal information. 

Avoid third party app stores. 

BE AWARE OF CLICKBAIT 

Be aware of post that attract attention, 

whether claiming that gives out gift cards, 

wins in a lottery or some breaking celebrity 

news or photos. 

 AVOID OVERSHARING 

Most people overshare. If in doubt, do not 

post. Oversharing can give criminals the 

information they need to social engineer 

you into falling prey to other scams. 

NEVER DOWNLOAD AN UNEXPECTED 
DOCUMENT ATTACHMENT 

Don’t download an unexpected legitimate- 

looking document attached to a message 

that can download malware to your device 

and can steal personal information. 

GUARD AGAINST FAKE LIVE STREAM AND 
MOVIE OFFERS 

Avoid clicking on fake live streams or 

movies, that often go to websites that 

distribute malware, or request a credit card 

for a free trial. 
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