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HOW TO PROTECT 

SECURE YOUR PC / LAPTOP 

Securing workstations (PCs, laptops) and other devices connected to wired or wireless networks 

is an essential condition both for ensuring the confidentiality and authenticity of sensitive data, 

but also for carrying out normal activities at the level of regular users. 

 
 
 
 

 

SECURITY TOOLS AND SUITES 

It is recommended to install anti-malware 

applications or high-performance security 

suites to ensure protection against the latest 

types of cyber threats (e.g. ransomware or 

trojans). Permanently updating the database 

with malware signatures is a mandatory 

condition for detecting the latest types of 

threats. 

SENSITIVE DATA ENCRYPTION 

It is recommended to use third-party 

applications or operating systems that have 

implemented facilities for encrypting 

sensitive data (within files, folders, or an 

entire drive). 

SECURE OPERATING SYSTEM 

It is achieved both by fixing security breaches 

and software bugs in all components of the 

operating system (by applying available 

updates, automatic or manual) and by 

controlling user access to computer resources 

(permissions, access to files, services, and 

applications). 

UPDATE APPLICATIONS 

It is a necessary action because it prevents 

some cyber-attacks and costly data leaks, 

helping to keep safe sensitive data. Users must 

activate the automatic update function of any 

essential application (within the operating 

system or antivirus, firewall, and IDPS). 

 

 

 

BACKUP DATA 

Data must be periodically saved on reliable 

magneto-optical media, stored in secure 

locations and (possible) encrypted to prevent 

unauthorized access. These copies must be 

kept in multiple physical locations to avoid 

both natural disasters and internal threats 

within the company. 

PASSWORD MANAGEMENT 

Sometimes it may be advisable to use 

passwords manager tools to store unique, 

computer-generated passwords. 

The passwords have to be strong (many 

alphanumeric characters and special 

symbols), not reused on multiple accounts 

and changed periodically. 

TWO-FACTOR AUTHENTICATION 

Using two-factor authentication is a very 

effective and modern method, which uses an 

additional device (such as a security token or 

smartphone) to confirm in a further step the 

identity of the person authenticating. Also, 

authentication based on biometric data must 

be considered. 

USE RESTRICTED ACCOUNTS 

The use of accounts with limited access rights 

instead of an administrator account will deny 

access to sensitive areas of the operating 

system and will naturally block the attacks 

against OS services, files, or libraries. 

 

https://www.cyberlearning.ro/cybersecurity-guide/
http://dx.doi.org/10.19107/CYBERSEC.2021.EN

