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HOW TO PROTECT 

MALWARE 

The malware (malicious software) is an application or script intentionally designed to cause 

damage to data, computers or networks. 

 
The main types of malware:  

 Viruses: replicate themselves by modifying other computer programs and inserting their own code. 

 Trojans: give the impression of doing legitimate operations, when they actually try to explore the system 

vulnerabilities and to allow cybercriminals to illegally access the system. 

 Worms: apps with destructive effects infecting the computer system and propagating through the Internet. 

 Ransomware: encrypt or block the access to the files and ask for a ransom in order to remove the restriction. 

 Cryptominers: use computer resources to mine cryptocurrencies for cybercriminals. 

 Adware: transmit aggressively advertisement to the user. 

 Spyware: capture various information about the user's activity on the Internet. 

 Rogueware: mislead users to pay for removing false infections detected in the operating system. 

 
 
 
 

 

INSTALL AN ANTIVIRUS SOLUTION to 

detect and remove the malware in real time. 

INSTALL A FIREWALL APPLICATION to 

inspect the traffic from websites, e-mails 

and applications. 

UPDATE THE OPERATING SYSTEMS AND 

THE APPLICATIONS to patch the existent 

vulnerabilities. 

DISABLE AUTOMATIC EXECUTION OF 

CODE ON WEBSITES to prevent the 

installation of file-less malware. 

USE E-MAIL FILTERING to recognize and 

detect the malicious emails and 

attachments. 

AVOID USING ADMIN ACCOUNTS to 

prevent malware to have administrator 

privileges. 

 

 

 

 

BACKUP YOUR DATA to restore it in case of 

a successful infection with malware. 

USE ADVANCED TOOLS, for malware 

detection and mitigation, like Intrusion 

Detection and Prevention Systems (IDPS). 

MONITOR THE LOGS using Security 

Incident and Event Management (SIEM) 

solution. 

USE SECURITY POLICIES that specify the 

steps to be followed in case of infection. 

REDUCE ACCESS TO POWERSHELL 

functions, to limit the malware to execute 

malicious code into the console. 

REPORT THE SECURITY INCIDENTS to the 

National Computer Security Incident 

Response Team. 
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