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INCIDENT REPORTING 

 

 

 

Emergency call: 1911 
 

How to report? 

By calling to the single emergency 

number 1911 or by writing an  

e-mail at alerts[@]cert.ro. 

 

Who should report? 

Individuals and legal entities can 

call this unique number if they are 

victims of a cyber-incident. 

 

What types of incidents? 

Vulnerable computer systems are 

compromised or infected with 

various types of malware. Malicious 

activities, such as but not limited to 

scams, phishing, fraud, and vishing. 

 

How can we help? 

Firstly, we offer support, assistance, 

and sorting (ticketing). The 

technical support helps the 

potential victim to reduce or 

eliminate the threat. The second 

step is analyzing the information to 

support the incident response and 

create a cybersecurity alert. If the 

reported incident is subject to a 

criminal offence, we direct the 

potential victim to the law 

enforcement authorities (e.g. 

Police). 

 

 

 

NIS Directive 
 

How to report? 

Firstly, by formal reporting, 

containing specific information, 

through a dedicated platform. 

Following is the information 

sharing and collaboration on the 

Malware Information Sharing 

Platform (MISP). 

 

Who should report? 

Operators of essential services are 

mandated to immediately notify 

CERT-RO, acting as national CSIRT, 

of incidents that have a significant 

impact on the continuity of the 

essential services they provide. 

 

What types of incidents? 

Notify the incidents that exceed the 

significant impact thresholds on the 

delivery of the essential service. 

The criteria to establish the impact 

are the number of affected users, 

duration, geographical distribution 

of the attack. 

 

How can we help? 

After the notification, we evaluate 

the impact of the incident and 

create an alert. The national CSIRT 

team coordinates the incident 

response and offers the affected 

entity information to support 

incident management. 

CVD* 
 

How to report? 

By writing an e-mail at 

cvd[@]cert.ro, containing all the 

technical details, including a 

description of the vulnerability, 

steps, and the techniques to 

replicate it, and the means of 

discovery. 

 

Who should report? 

Professionals and non-professionals 

of computer networks and systems 

that have identified a vulnerability 

as users of a service or computer 

system offered to the public and 

want to report it for remediation. 

 

What types of incidents? 

Any type of vulnerability of a 

service or computer system offered 

to the public. 

 

The role of CERT-RO? 

Assures the framework for CVD 

activity, issues guidelines, and 

useful information, and offers 

public recognition when the 

stakeholders wish it. 

 

*Coordinated Vulnerability 

Disclosure 
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