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HOW TO PROTECT 

E-MAIL BASED ATTACKS 

This types of attacks usually appear to be sent from a reputable source, with the intention of 

persuading the user to open a malicious attachment or follow a fraudulent URL. Although the 

mechanisms of e-mail based attacks vary, the objective is almost always the same: steal money 

or data. 

 

Types of e-mail attacks:  

 E-mail bombing: repeatedly sending an e-mail with large files attached, to a specific e-mail address. This attack 

leads to available space filling on the server, making your email account inaccessible. 

 E-mail spoofing: sending e-mails with the sender's address modified. This attack is used to hide the real identity 

of the sender to find out confidential details or the data needed to access an account. 

 E-mail spamming: sending unsolicited e-mails with commercial content. The purpose of these attacks is to 

attract the e-mails recipients to access some websites and buy more or less legitimate products or services. 

 E-mail phishing: sending messages to determine the recipients of e-mails to provide information on bank 

accounts, credit cards, passwords, or other personal details. 

 
 
 
 

 
DISABLE AUTOMATIC EXECUTION OF 

CODE, macros, rendering of graphics and 

preloading mailed links at the e-mail 

clients. 

USE E-MAIL SECURITY SOLUTIONS like 

anti-spam filters, malware scanners and 

URL analyzers to identify phishing 

websites in real-time. 

KEEP YOUR MAIL CLIENT, OPERATING 

SYSTEM AND WEB BROWSER UPDATED 

AND PATCHED. When the update 

notifications appear, install the updates as 

soon as they are available. 

USE SECURE E-MAIL COMMUNICATION 

WITH DIGITAL SIGNATURES OR 

ENCRYPTION when exchanging sensitive 

information. 

 

 

 

DO NOT CLICK ON LINKS OR DOWNLOAD 

ATTACHMENTS if you are not absolutely 

confident about the source of the e-mail. 

USE TWO-FACTOR AUTHENTICATION to 

protect your accounts. If is implemented 

you should use, to prevent taking control 

of your account.  

USE COMPLEX, STRONG AND UNIQUE 

PASSWORDS for every online service. Re-

using the same password for various 

services is a serious security issue and 

should be avoided at all times.  

DOUBLE-CHECK THE BANK RECIPIENT’S 

INFORMATION THROUGH A DIFFERENT 

CHANNEL, when wiring money to an 

account. 
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