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HOW TO PROTECT 

DoS AND DDoS ATTACKS 

A Denial-of-Service (DoS) or a Distributed Denial-of-Service (DDoS) attacks represent malicious 

attempts to disrupt the normal traffic of a targeted server, service or network by overwhelming 

the target or its surrounding infrastructure with a flood of Internet traffic. 

 
Types of DoS and DDoS attacks: 

 Volume Based Attacks - the attack’s goal is to saturate the bandwidth of the attacked website. (UDP floods, 

ICMP floods, and other spoofed-packet floods). 

 Protocol Attacks - this type of attack consumes actual server resources, or those of intermediate 

communication equipment, such as firewalls and load balancers. (SYN floods, fragmented packet attacks, Ping 

of Death, Smurf DDoS and more). 

 Application Layer Attacks - comprised of seemingly legitimate and innocent requests, the goal of these attacks 

is to crash the web server. (low-and-slow attacks, GET/POST floods, attacks that target Apache, Windows or 

OpenBSD vulnerabilities and more). 

 
 
 
 

 

UNDERSTAND YOUR SERVICE 

Understand the points where resources 

can be exhausted and who is responsible 

for them. 

 

RESPONSE PLAN 

Have a Denial of Service response plan in 

place that includes graceful degradation of 

your service. 

 

REDUCE ATTACK SURFACE AREA 

Minimize the surface area that can be 

attacked thereby limiting the options for 

attackers. Do not expose the resources to 

ports, protocols, or applications from 

where they do not expect any 

communication. 

 

 

 

 

PREPARE THE SERVICE PROVIDERS  

Ensure your service providers are 

prepared to deal with overloading of their 

resources and protect your service. 

 

MONITOR AND TEST 

Monitor for Denial of Service attacks and 

test your ability to respond. 

 

UNDERSTAND THE WARNING SIGNS 

Some symptoms of a DDoS attack include 

network slowdown, spotty connectivity 

on a company intranet, or intermittent 

website shutdowns. If a lack of 

performance seems to be prolonged or 

more severe than usual, the network 

likely is experiencing a DDoS attack. 
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